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LOAD BALANCING EMAIL USING DNS MX RECORDS

There are two ways to load balance email using standard DNS MX records. The first technique is to
define multiple MX records with the same priority. The second is to define multiple A records with the
same name and different IP addresses. In addition to providing load balancing, both methods also

provide automatic failover.
DNS AND MX RECORDS

DNS (Domain Name System) provides a lookup of domain names to IP addresses. When given an
email address that contains a domain name, DNS can determine what IP address the email is sent to.
The sending email server performs a lookup of the MX record on the destination domain of the email
address to find out where the email is sent. The MX record typically returns a machine name such as
mail.mydomain.com Next, a second DNS lookup is performed to translate that machine name
into an IP address. The sending email server can then open communications with the destination

email server and transfer the email via the SMTP protocol.
DEFINING MULTIPLE MX RECORDS WITH THE SAME PRIORITY

The first method of load balancing using MX records is to define multiple MX records with the same

priority:

RECORD FQDN RECORD MX PREFER-
(FULLY QUALIFIED DO- TYPE ENCE

RECORD VALUE

MAIN NAME)

mydomain.com. IN MX 10 maill.mydomain.
com.
mydomain.com. IN MX 10 mail2.mydomain.
com.
mydomain.com. IN MX 10 mail3.mydomain.
com.
maill.mydomain.com. IN A 192.168.2.1
mail2.mydomain.com. IN A 192.168.2.2
mail3.mydomain.com. IN A 192.168.2.3

The MX preference field is relative to any other MX record for the zone and can be any value between
0 and 65535 although low values are preferred and, by convention only, the preferred value is 10. Any

number of MX records may be defined.

In the example above, the MX preference of 10 represents an equal weight amongst all three SMTP
servers. When this method is used and a sending SMTP server looks up the MX record, the DNS server
delivers all IP addresses associated with the MX records, indicated in the order defined by the rrset-

order. The rrset-order defines the order in which multiple records of the same weight are returned in
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Load balancing
distributes communica-
tions and processing
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that no single device is

overloaded.

MX record (Mail
Exchange record) is an
entry in a domain name
database that identifies
the mail server that is
responsible for han-
dling emails for that

domain name.

DNS (Domain Name
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domain names into IP

addresses.



LOAD BALANCING EMAIL USING DNS MX RECORDS

DNS. This statement is fully implemented in BIND versions 9.2.3 and higher. By default, the rrset-order
returns the MX record information in random order followed by a cyclic order (round-robin). The send-

ing email server then selects one IP address based on its own SMTP algorithm and uses it for delivery.

In some cases, the predetermined SMTP algorithm may cancel out the definition of the rrset-order
statement. The latest versions of Sendmail, Exim, and Postfix clearly document that they randomly
select from equal preference servers (Postfix allows control of this selection with the smtp_random-
ize_addresses). As of this writing, Qmail, Courier-mta, and Microsoft (Exchange and IIS SMTP) do not

appear to have documentation that indicates how they handle MX records of equal priority.

Based on the SMTP algorithm of the sending email server, the load is balanced between the multiple
destination email servers randomly returned by DNS. This method works best in protecting email flow
due to the multiple MX options available in DNS. In the case of a non-reachable MX record, the sending

SMTP server selects another MX record to send to, ensuring email is delivered.
DEFINING MULTIPLE A RECORDS WITH THE SAME NAME AND DIFFERENT IP ADDRESSES

The second method of load balancing using MX records is to define multiple A records with the same

name and different IP addresses:

RECORD FQDN RECORD MX PREFER- RECORD VALUE
(FULLY QUALIFIED DO- TYPE ENCE
MAIN NAME)
mydomain.com. IN MX 10 mail.mydomain.com.
mail.mydomain.com. IN A 192.168.2.1
IN A 192.168.2.2
IN A 192.168.2.3

When multiple A records are defined, load balancing is under the full control of the DNS Server. This
technique eliminates the dependency on the SMTP algorithm of the sending email server. The DNS
server follows the rrset-order record and delivers the IP addresses in random order. The sending email

server then sends email to the first IP address.

In order to avoid complications when using multiple A records, make sure to add PTR records for all A
records. If the receiving email system does reverse look-ups, the PTR records for all the A records must
pointto mail.mydomain.comn. Ifall the A records do not pointtomail.mydomain.com, the
receiving email system can detect a mismatch and may reject the email if this is part of its anti-spam

algorithm.

SMTP (Simple Mail
Transfer Protocol) is
a protocol for send-
ing email messages

between servers.

PTR (Reverse Pointer
Records) are used only
in reverse (IN-ADDR.
ARPA) domains. There
must be exactly one
PTR record for each

Internet address.
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